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How?

Session types + Separation logic

(friendly — compact syntax) (excellent for resource sharing)

\ }

Session logic
/ resource-aware protocols*
/ Reasoning about fine-grained concurrency

/ enables Hoare-style verification guided by protocols

*[Villard et al. @ TACAS’10, Caires & Seco @POPL'13, Pfenning et al. @LICS’18]



A Simple Example



Example 1: resource sharing

c(v-1list(v))

I floaresstyle

A—B: c(v-1list(v))

SPECIFY

VERIFY

{AA x 1ist

send (c,

144}

(v)}

V) ;

verification guided
by resource-aware
communication
protocols

X = rece

{A} x 1ist(x)}



A Telling Example



Example 2

Buyer A Buyer B Server
‘ ‘ s(reql)
a(respl)
‘ ‘ b(respl)
b(collab) |
alt s(ok) |
cond :
s(req2)
 biresp2)
—cond s(quit)




Example 2

Buyer A Buyer B Server
‘ s(reql)
a(respl)
1 ! b(respl)
b(collab)
alt s(ok)
cond ;§
s(reqg2)
1 b(resp2)
—cond s(quit)




Example 2 —fine-grained concurrency

fﬁ Cq 1 A A] 2
« Helper,
C1(V . All)
Server
Co (V . AQ;)
- Helper,
\ ) co(v-A))

G 2 (S%Hl . C1<V ’ A1> ) H1—>S . C1<V ’ A/1>) X (S-)HQ . C2<V ’ A2> ; HQ%S . C2<V : A/2>)

/ | \

sequence concurrency sequence

In classic MPST this protocol FAILS the consistency checks!

Our goal: support more RELAXED order of communication!



A
G = (S%Hl . C1<V ' A1> X H1—>S : C1<V y A/1>) * (S-)HQ : C2<V y A2>, HQ%S : C2<V ' Al2>)



SPECIFY

VERIFY (server’s side)



G £ (S%Hl : C1<V g A1> ; Hi—=S: C1<V 0 A’1>> X (S—>H2 : C2<V 0 A2> ; Ho—=S C2<V . A/2>)

SPECIFY

VERIFY (server’s side)

send(cl,fd.vid); send(cl,fd.vid); send (c2,fd.aud);
ﬂv send(c2,fd.aud); ﬁU fd.vid = receive(cl); ﬁﬂ) fd.aud = receive(c2);
fd.vid = receive(cl); send (c2,fd.aud); send (c1,fd.vid);
fd.aud = receive(c2); fd.aud = receive(c2); fd.vid = receive(cl);
send(cl,fd.vid); fd.vid = receive(cl);)
RELAXED protocols: ] Q

Support for intra- send (c2,fd.aud); fd.aud = receive(c2);) MPST

and inter-process
concurrency!

(send(cl,fd.vid); || send(c2,fd.aud);) Q
(v) ;

(fd.vid = receive(cl); || fd.aud = receive(c2); MPST




Specification Language




Relaxed Protocols

Global protocol G =

Single transmission S—R:c(v-A)
Concurrency | G x G

Choice | GV G
Sequencing | G; G
Quantification | dc* PP oG
Inaction | emp

(Parties) P,S,R € Role(Channels) c € Chan (Messages) v - A



Framework Overview

translate _ f | tocol refinement | ofined brotocol
(manual/y)' ormat protoco (automatically) P
SPECIFY

VERIFY

local
projection

(automatically)

implementation
(by developer)

code (C-like) ?/post prec@c‘esA/lemmas

logical prover |

code verifier

(HIP) (SLEEK) )y
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range of pure provers: CHR )

Z3, Omega, Redlog, MONA, etc
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Local Projection

per party per channel
rojection rojection

Global protocol G = pJ— T = Pro

Single transmission S5R:c(v-A) clv-A| c?v-A

Concurrency | G+ G | T*T

Choice |GV G | TVT

Sequencing | G; G | T;T

Quantification | 3 c*P*v* -G | Ic*,v* - T

Inaction | emp | emp



Local Projection

per party per channel
Global protocol G == | pw T = w L o—
Single transmission SHR:c{v-A) clv-A | c?v-A lv-A | 7v-A
Concurrency | G+ G | T*T
Choice | GV G | TVT | LVL
Sequencing | G; G | T;T | L;L
Quantification | 3 c* P*v* -G | Ic*,v* - T | Iv* - L
Inaction | emp | emp | emp

A—P :ci(Ay); B=P : cy(ly); B=P: co(lz); A—P : cq(Ay).
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Local Projection

Global protocol

G =

Single transmission

Concurrency

Choice
Sequencing

Quantification

Inaction

— — — — ]

per party
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T 1=
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Global protocol
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Single transmission
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_—
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—) 4A2_
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Local Projection

per party per channel
Global protocol G == pw T = Fw] L o—
Single transmission SHR:c{v-A) clv-A|c?v-A lv-A | 7v-A
Concurrency | GxG | T+T
Choice | GV G | TVT | LVL
Sequencing | G ;G | T;T | L;L
Quantification | 3 c* P*v* -G | Ic*,v* - T | Iv* - L
Inaction | emp | emp | emp
Fence | £({P"}, c,n) | €({P},c,n) | &™) | o(e™)
e - _
I - Cc; C
AP B P AT
B i
© | A M]__5 - ED)
St : ¢;(Ap) &3 -8
c,(A,) —) ®c(A) — AYEE
| — — A
| l 83
i CZ(A3) ! CZ(A3) (3) (3)
| ' ‘ - <--
- C1(Ay) | c,(Ay) T S +&
T i A
e 2




Local Projection

per party per channel
projection projection
Global protocol G == | ) o= ) [ =
Single transmission SHR:c{v-A) clv-A|c?v-A lv-A | 7v-A
Concurrency | G+ G | T*T
Choice | GV G | TVT | LVL
Sequencing | G; G | T;T | L;L
Quantification | 3 c* P*v* -G | Ic*,v* - T | Iv* - L
Inaction | emp | emp | emp
Fence (P}, c.m) | €({P} cm) | () | o)

VERIFY

HO predicate example:

C(c,P,L) - associates a specification L to a channel ¢ which is manipulated by party P.

L] C(Clapa@(g(n)>;L) = C<C17P7L)/\§(n)°
L | Cler,P,o(6@);LyAe® — C(cy,P,L).




Communication Primitives

[OPEN] [CLOSE]
- {true} open() with (c,P*){ opened(c,P*, res)} - { empty(&)} close(&){ true }

[SEND]
inv £ Peer(P) A opened(c, P*, &) A PEP*
= {C(c,P,!v-V(v);L)*V(x)*inv} send(&, x) {C(c,P,L)*inv}

[RECV]
inv £ Peer(P) A opened(c, P*, &) A PEP*
- {C(c,P,?v-V(v);L)*inv} recv(&) {C(c,P,L)xV(res)*inv}




Implementation

Herncarias - OCaml prototype for reasoning about relaxed and
resource-aware protocols:

http://loris-5.d2.comp.nus.edu.sg/Mercurius

Highly modular — using HO predicates and lemmas to describe
the communication model.

Case studies: Simple Calculator, Media Cloud Service, Simple
Smart Contract (Rock-Paper-Scissor);
- max 8 seconds of verification time per
implementation.


http://loris-5.d2.comp.nus.edu.sg/Mercurius

More in the paper:

* main results on communication safety: session fidelity
and deadlock freedom.

 usage of logical disjunction instead of internal & external
choice.

e protocol composition, recursion, communication
delegation.

Related Work: MPST, generic types, Disel, IronFleet,
Iris, Heap-Hop etc ...

On-going work:
e Support for both linear and non-linear protocols.
* Even more fine-grained concurrency.
* |[nvestigating smart-contracts.




We have shown how to support:

* resource-aware protocols « D [ 1
(with precise verification of
distributed programs).

SPECIFY

VERIFY (server’s side)

send(cl,fd.vid); send(cl,fd.vid); | send(c2,£d.aud); ® relaxed prOtOCOIS Without

() send(c2,fd.aud); () fd.vid = receive(cl); () fd.aud = receive(c2)
fd.vid = receive(ct) send(c2,fd.aud); w send(cl,fd.vid);

fd.aud = receive(zz)i fd.aud = receive(c2); fd.vid = receive(ci) SacrifiCi ng Safety
et s @ (weaker consistency rules
L S than in the case of MPST).

One fingterule them alll
/Wab‘aaa/ 0o J/’ﬂea/é{%




Fence Projection

[ £({P},c.n) ifP € {P*}
| emp otherwise
. (D™ ife=c¢,
(£({P} Co; Il)) o = i @g(n) if c£cg

(ﬂ{P*}Cn))LP =

(G)lp  c1?v-Ay;E({P}c1 1) s c2?v-Ag E({P} c2,2) s c2?v- Ag 1 E({P}, c2,3) s c1?v- Ay
G)lpe, s 7v-Ar 5 @Y 5 emp ;0 26?5 emp ;& | v A,

G)lpe,: emp ; =&Y slwv-A s 8?5 WA s @E® ; emp
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